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ABSTRACT

The Al-based smart exam monitoring framework using yolo algorithm is designed to ensure
fairness and integrity in online examinations. With the rapid growth of e-learning, conducting secure
remote exams has become a major challenge. This system uses artificial intelligence, computer
vision, and machine learning techniques to monitor candidates during online exams in real time. It

analyzes facial recognition, eye movement, head position, multiple face detection, and suspicious
behavior to identify potential cheating activities.

The system automatically flags violations such as looking away frequently, presence of unauthorized
persons, use of mobile phones, and abnormal behavior patterns. It also records exam sessions for
review by administrators. By reducing the need for manual invigilation, the proposed system provides a
cost-effective, scalable, and reliable solution for secure online assessments, ensuring
transparency and trust in digital examinations.

Audio monitoring is incorporated to identify unusual background noises or conversations. The system

maintains detailedactivity logs and video recordings, which are securely stored and can be
reviewed by exam administrators for further validation. Real-time alerts are generated when abnormal
behavior crosses predefined thresholds.

By automating the invigilation process, the proposed system significantly reduces human effort and
operational costs while improving exam security. It is scalable, reliable, and suitable for educational
Institutions, certification bodies, and corporate assessments.

Overall, this system enhances trust, transparency, and integrity in online examinations.

1. INTRODUCTION:

The rapid advancement of digital technology has transformed the education sector, enabling students
to learn and take examinations from remote locations. Online examinations have become increasingly
popular due to their flexibility, accessibility, and efficiency. However, maintaining academic integrity in
a virtual environment remains a major challenge. Traditional examination methods rely heavily on
physical invigilation, which is not feasible in remote settings. This creates opportunities for
malpractice such as impersonation, consulting unauthorized materials, or receiving external assistance.

203
@2026 VVolume 9 Issue 3 | www.irjweb.com | March - 2026



https://www.irjweb.com/viewarchives.php?year=2025
http://www.irjweb.com/

»,
[,Lvﬁl\l International Research Journal of Education and Technology
IRJET Peer Reviewed Journal, ISSN 2581-7795

Impact Factor 5.007

To address these issues, theAl-Based Exam Proctoring and Cheating Detection System has been
developed as an intelligent monitoring solution that ensures fairness and transparency in online
assessments. By utilizing modern technologies such as artificial intelligence, machine learning,

and computer vision, the system can automatically supervise candidates without requiring continuous
human involvement.

The system verifies the identity of each candidate before the examination begins using facial
recognition technology. Once the exam starts, it continuously tracks the student through a webcam to
observe behaviors that may indicate cheating. Features such as eye tracking, head pose estimation,
object detection, and audio monitoring help identify suspicious activities in real time. When unusual
behavior is detected, the system immediately generates alerts and records evidence for further review.

This automated approach not only improves the efficiency of exam monitoring but also reduces the
workload on educators and administrators. It provides a scalable solution capable of supporting large
numbers of candidates simultaneously while maintaining consistent accuracy. Furthermore, secure data
handling techniques ensure that student information remains protected.

The Al-Based Exam Proctoring System is particularly beneficial for universities, schools, certification
authorities, and corporate training programs that require reliable remote evaluation methods. As
online education continues to expand, adopting smart proctoring technologies is essential for
preserving the credibility of examinations. This project aims to create a secure, user-friendly, and cost-
effective system that promotes honest academic practices and builds trust in digital learning
environments.

Il. EXISTINGSYSTEM:

In the existing system, online examinations are mainly conducted using manual or semi-
automatedproctoring methods. Most institutions rely on human invigilators who

monitor students through video conferencing tools such as Zoom, Google Meet, or other basic online
platforms. While these methods allow remote exams, they have several limitations in terms of
efficiency, accuracy, and scalability.

In many cases, the existing system depends on single-camera monitoring, where one invigilator
supervises multiple students simultaneously. This makes it difficult to closely observe each candidate’s
behavior. Human proctors may miss subtle cheating activities such as eye movement, screen switching,
or the presence of unauthorized objects due to fatigue or divided attention. As the number of students
Increases, effective monitoring becomes even more challenging.

Some existing systems provide basic security features, such as time limits, random question order,
and browser restrictions. However, these features alone are not sufficient to prevent malpractice. Many
platforms lack advanced capabilities like facial recognition, object detection, or behavior analysis,
making it easier for students to exploit loopholes.

Manual proctoring also involves high operational costs, as institutions must hire and train
Invigilators for each exam session. It is time-consuming and not suitable for large-scale examinations.

Additionally, human monitoring can introduce bias and inconsistency, as different invigilators may
Interpret suspicious behavior differently.

Another drawback of the existing system is the lack of detailed evidence and automated
reporting. In many cases, suspicious activities are not properly recorded or documented,
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making it difficult to review or justify decisions after the exam. Privacy and data security are also
concerns, as traditional platforms may not offer secure storage or encrypted communication.

Overall, the existing system is inefficient, costly, and unreliable for conducting secure online
examinations at scale. These limitations highlight the need for an advanced Al-based proctoring
system that can provide automated monitoring, accurate cheating detection, scalability, and consistent
evaluation in modern digital education environments.

The existing online examination system can be divided into several subdivisions based on how exams
are conducted and monitored. These subdivisions help in understanding the limitations of traditional
methods and highlight the need for an Al-based solution.

LimitationsofExistingSystem

Manual monitoring may lead to human errors.
Invigilators cannot observe all students continuously.
No automatic identity verification.
Difficult to detect hidden electronic devices.
No real-time alert system.

- Time-consuming review of CCTV footage.
Not efficient for large exam halls.

No automated behavior analysis.

lll. PROPOSEDSYSTEM:

- Accuracy depends on lighting conditions.
Requires high processing power and hardware.

- Possibility of false positive detections.
Raises privacy concerns due to video monitoring.
Internet dependency (for online exams).
High initial setup cost.
Requires proper training dataset.

Needs regular maintenance and updates.
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System Features

Face recognition for student identity verification.
Automatic attendance marking using facial detection.
Real-time video monitoring of exam hall.

Abnormal behavior detection (suspicious movements, gestures).
Head movement tracking.

Motion detection and activity analysis.

Object detection (mobile phone, book, electronic devices).
Real-time alert notification to invigilators.

Hybrid algorithm implementation (Grassmann + CNN).
Y OLO-based object detection system.

. Continuous surveillance during examination.

Scalable system for large exam halls.

Secure database storage using MySQL.

Report generation for detected misconduct.

Low latency real-time processing.
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IV.SYSTEMFLOWCHARTDESCRIPTION

. Start — Initialize the system and cameras in the exam hall.

. Video Capture — Live video frames are captured continuously from surveillance cameras.

. Frame Processing — Each video frame is extracted and preprocessed (resizing, normalization).
. Face Detection — Detect student faces from each frame.

. Face Recognition -

o Extract facial features using Grassmann algorithm.
¢ Classify faces using CNN model.
o Verify student identity.

. Behavior Monitoring -

e Track head movements.
e Analyze gestures and suspicious motions.

. Object Detection -

o Apply YOLO algorithm.
e Detect objects like mobile phones, books, or other unauthorized devices.

. Abnormal Activity Check -

e Compare detected behavior with predefined suspicious patterns.

e Determine whether activity is normal or abnormal.
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. Alert Generation —
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e If misconduct is detected, generate real-time alert to invigilator.
e Storeevidence in database.

. Data Storage -
e Save student details, activity logs, and detection results in MySQL database.

. Report Generation -

e Generate misconduct reports for review.

End — Examination session completed.
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V. SYSTEM ARCHITECTURE AND WORKING MODEL

The Al Powered Exam Proctoring and Cheating Detection System is designed using a multi-
layer architecture consisting of the following modules:

1. Input Layer (Video Capture Module)
Surveillance cameras capture live video streams from the examination hall.
2. Preprocessing Layer
The captured video is divided into frames and preprocessed (resizing, noise removal,
normalization).
3. Face Detection & Recognition Module
o [Face detection is performed on each frame.
o Facial features are extracted using the Grassmann algorithm.
o CNN model classifies and verifies student identity.
4. Behavior Analysis Module
o Head movement tracking.
o (Gesture recognition.
o Motion analysis to identify suspicious activities.
5. Object Detection Module
o YOLO algorithm detects unauthorized objects such as mobile phones, books, or
electronic devices.
6. Decision-Making Module
o Compares detected behavior with predefined rules.
o ldentifies normal or abnormal activity.
7. Alert & Notification Module
o Generates real-time alerts for invigilators when misconduct is detected.
8. Database & Storage Module
o Stores student details, activity logs, detection results, and evidence in MySQL
database.
9. Report Generation Module
o Generates exam monitoring reports for administrative review.

WorkingModel

The system starts and activates surveillance cameras.

Live video is continuously captured and processed frame by frame.

Faces are detected and verified using Grassmann algorithm and CNN.

Student behavior is monitored through motion and gesture analysis.

YOLO detects suspicious objects in real time.

If abnormal activity is detected, an alert is generated instantly.

All data is stored in the database for further review.

After the examination, reports are generated summarizing the monitoring results.
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VI. SYSTEM DESIGN AND DATAFLOW MODEL

1. System Design

The system is designed using a modular approach where each module performs a specific function to
ensure accurate monitoring and detection.

a) Input Design

e Live video input from surveillance cameras.
e Student database containing registered facial images and details.

b) Processing Design

Frame extraction from live video.

Face detection and feature extraction using Grassmann algorithm.
Face classification using CNN model.

Object detection using YOLO algorithm.

Motion tracking and head movement analysis.

Behavioral pattern comparison to detect abnormal activities.

¢) Output Design

e Real-time alerts to invigilators.

e Display of detected suspicious activity.

e Automatic logging of misconduct details.
0

Generation of monitoring reports.

d) Database Design

Student details table (1D, Name, Register Number).
Face feature dataset storage.
Activity log table (Time, Type of Activity, Alert Status).

Exam session report records.
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2. Data Flow Model (DFD Description)
Level 0 — Context Level DFD

Flow:

External Entity: Student / Invigilator
System: Al Exam Proctoring System
Input: Live video stream

Output: Alerts and Monitoring Reports

Student — Video Input — Al Proctoring System — Alerts / Reports — Invigilator

Level 1 — Detailed Data Flow

1.

2.

Video Capture Process

Captures live video and sends frames to processing module.
Face Recognition Process

Extracts facial features and verifies identity using CNN.
Behavior Analysis Process

Analyzes head movement, gestures, and suspicious patterns.
Object Detection Process

Detects mobile phones and other unauthorized objects using YOLO.
Decision Module

Determines whether activity is normal or abnormal.

Alert & Storage Process

Generates alerts and stores data in MySQL database.
Report Generation Process

Generates final monitoring report after exam completion.

FUTURE ENHANCEMENT

~No ok owd

© ©

Integration of more advanced deep learning models for improved accuracy.
Implementation of Al-based emotion detection to identify stress or suspicious behavior.
Cloud-based storage for scalable and secure data management.

Mobile application for real-time alert notifications to invigilators.

Multi-camera synchronization for better coverage in large exam halls.

Voice detection system to identify whispering or verbal communication.

Integration with biometric systems (fingerprint/iris recognition) for stronger
authentication.

Automatic report generation with detailed analytics and statistics.

Deployment as a fully online remote proctoring system.

Continuous model improvement using real-time data and adaptive learning
techniques.
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CONCLUSION:

The Al Powered Exam Proctoring and Cheating Detection System provides a smart and efficient
solution to maintain fairness and integrity in examinations. By integrating advanced technologies such
as the Grassmann algorithm, Convolutional Neural Networks (CNN), and YOLO object detection, the
system ensures accurate student identification and real-time monitoring of suspicious activities.

The system reduces human errors in manual invigilation, detects unauthorized objects like mobile
phones, tracks abnormal behavior, and generates instant alerts for quick action. It also stores
monitoring data securely for future reference and report generation.

Overall, this project enhances examination security, improves transparency, and provides a reliable
automated surveillance system suitable for modern educational institutions.
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